
PointSecure’s System Detective is a powerful security and auditing solution
that helps to identify who did what, when, and how on your OpenVMS systems.  

Monitor, audit, and control 
OpenVMS session activity

Product Highlights
Æ	Produce logs of session activity 
Æ	Proactively responses to security events
Æ	Alert on session activity and policy violations
Æ	Enhance protection of sensitive information
Æ	Safeguard systems from potential misuse by 	

	 elevated users
Æ	Recover from operation errors with audit trails 

Æ	Review recorded session log files 

Æ	Create reports of session activity

What is System Detective? 
System Detective helps you ensure compliance with regulatory and data security 

requirements such as HIPAA, GLBA, Sarbanes-Oxley, PCI and Basel II by providing 

ways to mitigate risk, produce audit trails and alert on session activity.  This robust 

tool goes beyond traditional auditing by providing security controls to safeguard 

against potential system misuse and non-compliance by triggering and automating 

the remediation of policy violations.

As data security and regulatory compliance requirements have become increasingly 

stringent, System Administrators are tasked with the immense job of providing an 

accurate, immutable audit trail of activities such as access to information and system 

changes as well as protect the system from misuse and abuse all while performing 

numerous other systems management activities.  Unfortunately, providing this audit 

information can often mean weeks or months of custom development or in some 

cases the deployment of full time staff to provide regular reports to auditors.  System 

Detective eliminates this overhead by providing real-time session monitoring, auditing 

and incident remediation providing quick, easy, trusted and non-repudiated answers 

no matter how many OpenVMS systems are in your environment.    

System DetectiveTM

Learn more about System Detective! 
www.pointsecure.com/products/sys_det.aspx
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Key Benefits 
Compliance   System Detective helps you comply with government, industry and corporate regulations or policies by providing access 
control, auditing, and reporting capabilities.

Continuous Auditing   System Detective provides real-time monitoring and auditing of session activity that is highly configurable to 
meet your requirements. 

Immediate Notification    System Detective can be configured to alert on suspicious activity via the system console, event database, 
or e-mail.  The alerting engine includes powerful features such as flexible alert definition, custom messaging and alert reporting.

Increased Productivity   By automatically monitoring processes and taking a proactive response, System Detective reduces staff 
requirements by minimizing the need to manually monitor OpenVMS systems and take appropriate action thus freeing up resources allowing 
System Administrators to concentrate on other activities.

Improved Service Levels   By taking automatic responses, problems can be stopped before they occur or resolved faster before 
systems are adversely impacted.

Technical Features
Session Audit Logs  Maintain log files of monitored sessions for auditing or analysis enabling you to demonstrate compliance with 
regulatory requirements.

Real Time Monitoring   Monitor sessions to identify problematic events and allow appropriate responses to be taken.

Access Control   Restrict access to confidential, protected data using an automated rules based engine.

Event Based Alerting   Monitor session activity for critical events and alerts when an event is triggered.

Customized Event Detection and Notification   Customize System Detective to monitor for certain events and alert and/or 
take action in response to the event.

Automated Operations   Configure System Detective to take automated responses to events to meet your requirements.  Alerts and 
responses can be configured on an event by event basis. 

Inactive Session Management   Manage inactive terminal sessions protecting systems from misuse.  

Reporting   Create customized reports based on security events.

Log Reviewing   Quickly and easily review session log files.
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